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What is the GDPR? 

 

The GENERAL DATA PROTECTION REGULATIONS (GDPR) is a set of guidelines for the collection 

and processing of personal information of individuals within the EU. It came into force on 24 May 2016, 

after all parts of the EU agreed to the final text. Businesses and organisations have until 25 May 2018 

until the law actually applies to them. The GDPR supersedes the Data Protection Act 1998 (DPA). 

 

The government has confirmed that leaving the EU will not affect the commencement of the GDPR. 

 

GDPR ‘jargon’ 

 

Personal data 

The GDPR’s definition of personal data is more detailed than that of the DPA. Any 

information relating to an identified, or identifiable, individual.  

This may include the individual’s: 

 Name (including initials) 

 Identification number 

 Location data 

 Online identifier, such as a username 

It may also include factors specific to the individual’s physical, physiological, 

genetic, mental, economic, cultural or social identity. 

It applies to both automated personal data and manual filing systems where 

personal data is accessible. 

Special categories 

of personal data 

Personal data which is more sensitive and so needs more protection, including 

information about an individual’s: 

 Racial or ethnic origin 

 Political opinions 

 Religious or philosophical beliefs 

 Trade union membership 

 Genetics 

 Biometrics (such as fingerprints, retina and iris patterns), where used for 

identification purposes 

 Health – physical or mental 

 Sex life or sexual orientation 

Processing 

Anything done to personal data, such as collecting, recording, organising, 

structuring, storing, adapting, altering, retrieving, using, disseminating, erasing or 

destroying. Processing can be automated or manual. 

Data subject 
The identified or identifiable individual whose personal data is held or processed. 

E.g. pupil, member of staff, volunteer, governor etc. 



Data controller 
A person or organisation that determines the purposes and the means of 

processing of personal data i.e. your school. 

Data processor 

A person or other body, other than an employee of the data controller, who 

processes personal data on behalf of the data controller e.g. Capita (SIMs), 

ParentPay, O’Track etc. 

Personal data 

breach 

A breach of security leading to the accidental or unlawful destruction, loss, 

alteration, unauthorised disclosure of, or access to personal data e.g. staff 

member losing USB stick that contains pupil name. 

 

The GDPR is very clear in the fact that personal data must be: 

 

a) Processed lawfully, fairly and transparently 

b) Collected for specified and legitimate purposes 

c) Adequate, relevant and limited to what is necessary in relation to the purposes for which they are 

processed 

d) Accurate and kept up-to-date 

e) Kept in a form which permits the identification of data subjects for no longer than is necessary 

f) Processed in a way that ensures full security of the data 

 

We MUST have a lawful basis in order to process personal data. 

 

Under the GDPR, there are six lawful basis for processing: 

 

1) Consent – the individual has given clear consent for you to process their personal data for a 

specific purpose. 

 

2) Contract - the processing is necessary for a contract you have with the individual, or because 

they have asked you to take specific steps before entering into a contract. 

 

3) Legal obligation - the processing is necessary for you to comply with the law (not including 

contractual obligations). 

 

4) Vital interests - the processing is necessary to protect someone’s life. 

 

5) Public task - the processing is necessary for you to perform a task in the public interest or for 

your official functions, and the task or function has a clear basis in law. 

 

 

 



6) Legitimate interests - the processing is necessary for your legitimate interests or the legitimate 

interests of a third party unless there is a good reason to protect the individual’s personal data 

which overrides those legitimate interests.  (This cannot apply if you are a public authority 

processing data to perform your official tasks.) If we choose to rely on legitimate interests, we 

take on extra responsibility for ensuring individual’s rights and interests are fully considered and 

protected. An example of where the legal basis of handling personal data is a legitimate interest, 

is the administration of a school’s CCTV system in accordance with the school’s CCTV policy. 

The legitimate purpose is to provide a safe educational environment, facilitate prevention and 

detection of crime and assist with investigation into potential breaches of school regulations and 

policies. 

 

If the reason for processing the personal data does not fit in one of these categories, we should not be 

processing it. 

 

There is an additional ‘category of data’ under the GDPR. This is very similar to the ‘sensitive data’ under 

the DPA.  It is now called ‘special category data’.  Details of such data are in the ‘jargon’ table on page 1 

of this document. We need to take extra care when processing this type of data. 

 

The Trust and all schools within the Trust are data controllers.  We need to be GDPR compliant.  As we 

are a large company we have various changes we need to make and various things to implement. The 

personal data we process is not limited to pupils. We of course hold personal data on staff, volunteers, 

governors and suppliers to name just some. 

 

Data breaches 

 

We (BWCAT) are required to report data breaches that are likely to result in a risk to the rights and 

freedoms of individuals.   We must report breaches to the relevant supervisory authority; the Information 

Commission Officer (ICO) and, if necessary, the individuals affected. The Data Protection Officer is 

responsible for reporting to the ICO. 

 

Data breaches are to be reported within a maximum of 72 hours of the breach to ICO. Failure to do so 

will possibly result in a significant fine of up to €20 million, or 4 percent of our global turnover.  

Fines will also be levied upon organisations that cannot demonstrate compliance. 

 

What does this mean for you? 

 

Initially this means you need to understand the information within this document. You have been 

provided with this information because it is highly likely you are a Data Controller in your role within 

BWCAT. This is just a brief snapshot of the changes and regulations under the GDPR.   

 



You need to think about the personal data you hold, you process, and you work with. 

 

We have appointed a Data Protection Officer to guide us through this process; Fleur Doidge can be 

contacted at the Trust office – dpo@bwcat.org or 01943 883012 (contact details on the front of this 

document also).      

 

Think 

 

As a school you should already be compliant with the Data Protection Act so you shouldn’t have to 

change as much as may first appear. This is an opportunity for you as a school, as members of staff and 

governors to re-assess your standards of data protection and the personal data you hold, to reduce risks, 

and possibly reduce workload in collecting and processing data. 

 

Demonstrate 

 

One of the major compliance requisites of the GDPR is to demonstrate we are compliant.  Therefore, the 

bulk of the work will entail evidencing and recording; we are required to document what data we process, 

why, how it is stored, who owns it, who it is shared with, how long it is stored for among other things. 

Those who as part of their job process data or who are key processors or who process special category 

data will need to assist in recording this data on a register with the DPO. 

 

Consent 

 

Once we have a register of the personal data we process, there will be some early actions to take such 

as obtaining consent for certain personal data we process, for example photographs and health 

information. You may already have consent for use of photographs for pupils within your school but we 

need to ensure this consent is now compliant with GDPR. We need to make records; what the consent 

looked like, when it was given, did it include consent for use of videos too? Was consent given? Consent 

is also required for ALL individuals and not just pupils, so it will need completing for staff, volunteers and 

governors for example.  

 

Under the GDPR, a data subject can withdraw their consent and do so at any time. Withdrawals of 

consent also need to be managed, processed and again, recorded within your school. The DPO will 

guide you through all of this. 

 

No-one fully understands the new law and regulations in fine detail at this stage, and it is highly unlikely 

that the supervisory authorities will prosecute anyone other than large and high-profile organisations in 

the first year or so of the GDPR, so please do not worry.  Guidance, training and much of documentation 

will be issued from the Trust. 

 



 

 

What next? 

 

Continue doing what you do for now. The only immediate changes are if you think there has been a data 

breach (no matter how big or small), please contact Fleur Doidge immediately. 

 

If you have any Freedom of Information or Subject Access Requests, please contact Fleur before dealing 

with these. These will still be processed in individual schools (where school specific) but with guidance. 

 

If you have any suppliers or contracts that need the Privacy Notice agreeing to, please forward these to 

dpo@bwcat.org initially. 

 

Further specific information and training where applicable will be rolled out in due course. There will be 

more detailed, comprehensive training for those who will naturally be more involved due to the nature of 

their role within the Trust. It is important that EVERYONE is provided with the opportunity to understand 

the requirements. 

 

The next stage of compliance, is to map all the personal data we hold. If your role involves capturing and 

processing personal data, you will probably be required in this process. Fleur will advise in due course. 

 

Documents such as a consent record log, data breach log and privacy notices will be provided from the 

DPO will follow. 

 

Any questions, or if you need any support, please contact Fleur. 
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